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TEXHOJIOTTA OITUCY
JIHIAHUX I HEJIHIHHUX KPATITOT PA®IYHUAX TEPETBOPEHD

3a pe3ynomamamu npogedeno2o 00CHIONCEHHS 6CMAHOBNIEHO, WO 3aNPONOHOBAHA HAMU 3A1EMHC-
HICTb PO3PAXYHKY KiIbKOCMI onepayill Kpunmozspagiunozo nepemeopens, wo 6a3yemuvcsa Ha pexy-
PDEHMHOMY NOEOHAHHI NOMYIHCHOCHEU MHONCUH ONepayii MeHuoi po3paoHOCmi ma eleMeHMapHUux
GyHKYill, € KOPeKMHOIO | MAMEMAMUYHO ONUCYE Npoyec noHYO08U MHOJMCUH HOBUX onepayii. Ipyu-
MYIOYUCH HA Pe3YTbmMamax 00CI0NCEHHS, MOJNCHA 88ANCAMU, WO PO3POOKA €OUHOT MeXHOA02Ii cuHme-
3y ma 00CAIONCEeHHS K AIHIUHUX, MAK | HeMIHIHUX Onepayii Kpunmozpapivno2o nepemeopeHus iH-
Gopmayii € mosicaueoro. Lleli nioxio 0ae MONCIUGICMb He MILKU PO3PAXO8Y8AMU KIbKICMb onepayill
Kpunmozpagiunozo nepemeopents inpopmayii, a i 6yoysamu cami onepayii wisnxom nOEOHAHH 6i-
JoMux onepayii KpunmonepemeopeHHs ma eleMeHmapHux yHKyil 0invuoi po3paoHocmi.

3anpononosanuii niOxio cmeoproe nepedymosu Onsi po3pooKU cOUHOI MEXHON02TT ONUCy ma CumH-
me3y K JHIUHUX, MAK i HelHIUHUX Onepayili KpUnmonepemeoperHsi.

Knwuogi cnosa: 3axucm ingopmayii, onepayii xpunmozpagiunoco nepemeopents, Cunmes
onepayii, po3paAOHiCIMb, MEXHOI02is1 CUHMES).

HocranoBka mnpodaemu. Ha cporogni  TakoX IPOBEIEHO PO3PAXyHOK KITBKOCTI €JeMeH-
HAOIbII €QEeKTHBHUM CIIOCOOOM 3aXHCTy iH- TapHUX omepauiil ajs KpunrorpadivyHoro mepe-
¢dopMarrii BiJi HECAHKI[IOHOBAHOTO JOCTYIy € TBOPEHHS 3alle)HO BiJ po3psaHocTi, [4-6], ne
kpunrorpadiuni neperBopeHHsi [1]. OCHOBHMMH — BHMKJIaJ€HO OCHOBHI TEOPETHUYHI # TMPAaKTHYHI
ix 3amadamm € 3a0e3NeyeHHS MaTeMAaTHYHMMH  acCleKTH KpUOTorpagidHoro, creHorpagidHoro
METOAaMH TaKOTO 3aXUCTy iH(pOpMallii, pU SIKO-  3aXUCTy iHopmManii, Ta [7], Mo npucBIYeHA Mia-
My HaBiTh y BHIaJKaX NEPEXOIUICHHS BHKpaJa- BHIICHHIO €()EKTUBHOCTI aJrOPUTMIB KOMI I0-
yaM#u W 00poOKu Oynb-SKMMHU cIIoco0aMH 3 BH-  TepHOi Kpunrorpadii 3a paxyHOK pO3poOKH HOBHX
KOPUCTAaHHSIM OCTaHHIX JOCSTHEHb HAyKH 1 Te€X- MIKPOKPUNTONPHMITHBIB Ha OCHOBI BHKOPHCTaH-
HiKM 3MmicT iHpOpMaLii Moke OyTH PO3KPUTHI  HS HOBHUX CHHTE30BaHUX OINeEpariil Kpunrorpadid-
TIJTBKY TPOTSTOM IIEBHOTO 33JIAHOTO Yacy. HOTO IepeTBOpeHHs iH(opMallii, e TaKOXK MPe/-

OnHUM 13 NUISIXIB BJOCKOHAJCHHS ICHYIO-  CTaBJIGHO HAYKOBI pe3yJbTaTH HOBHX METOJIIB
yux KpunrorpadiyHux cucteM 3axucty iH(Op- cuHTe3y QYHKUiH Ta omepauiii KpunrorpadidHo-
Marlii Ta po3poOKH HOBHX KpUNTOrpadiuHMX all- o MepeTBOpeHH: iHpopMallii.

TOPUTMIB € PO3LIMPEHHS CIEKTpa onepauii, Ha OnHak y IMX JOCHIKEHHSX He Oyno pos-
OCHOBI SIKHX BOHU OynytOThcs. TOMy 3ajaya CMH-  TJISHYTO IMTaHHA I0A0 MOOYIOBU oOImepaliit
Te3y HOBHX OIEpaliii KpUITorpadiqHOro mepe- MUIAXOM IMOEIHAHHS BIIOMHX OINEpaIliil KPHUIITO-

TBOPEHHSA iHPOpMALIi] € aKTyaJIbHOIO. MIEPETBOPCHHS Ta €JeMEHTapHUX (QYHKIiH Oiyb-
Ananiz ocranHix pgocaigxennb. Cepen 101 poO3PSAHOCTI.
OCTaHHIX JOCHTIDKEHb 1 MyOJiKaliii BapTo BHII- MeTto10 po0OTH € TOCHTIKEHHS 3aJIeKHOC-

autH: [2, 3], e IpeacTaBleHO pe3yibTaTd MpPo-  Ti PO3paxyHKY KUIBKOCTI omepaii, mo 0a3yeTs-
BEJCHOr0 OOYMCIIOBAJBHOTO EKCIIEPUMEHTY II0 € Ha PEKypEeHTHOMY IO€JHAHHI HOTYXHOCTEH
3HAXO/KEHHIO eNIEMEHTapHUX oOmepalii JAjs MHOXHWH Ofepaliii MeHIIol po3psIHOCTI Ta ene-
KkpunTorpadigHoro KoxayBaHHS iH(opmamii, a MeHTapHUX (YHKIH i1 OMUCYy TpoIlecy Mmooy-
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JIOBM MHOXMH HOBUX OIeEpalliii, a TakoX BH-
BUCHHS TIMTAaHHS MOJIMBOCTI PO3POOKH €IMHOT
TEXHOJIOTii CHHTE3y Ta JOCHIIKCHHS SIK JTHIH-
HHUX, TaK 1 HeNMiHIHKUX omepauiil kpunrorpadiy-
HOTO ITEPETBOPEHHS iH(pOopMaIiii.

Bukiaaa ocHOBHOro Mmartepiaay. Pesyis-
TaTH, OTPUMaHI MiJ 4ac OOYHUCIIOBAIBHOTO €KC-

Tabmuis 1 — Jloriuni pyHKIii ABOX 3MiHHUX

NEPUMEHTY IIOJ0 BU3HAUCHHS JABOPO3PSIHHUX
JoriYHUX (QYHKIIIH 32 JOMOMOTOI0 pPO3pOOJIEHOTO
MPOrpaMHOr0 KOMIUIEKCY [4], MOXKHA CTPYKTYyp-
HO TPEJCTaBUTH y BUTIAAI Tabmumi 1. Y tabmuri
MpeJCTaBIeHUu TOBHUI HaOip JoriyHUX (yHK-
il JBOX 3MIHHHUX.

Xp | X1 | O 1 2 3 4 5 6 7 8 9 10 | 11 | 12 | 13 | 14 |15
0 0 0 0 0 0 0 0 0 0 1 1 1 1 1 1 1 1
0 1 0 0 0 0 1 1 1 1 0 0 0 0 1 1 1 1
1 0 0 0 1 1 0 0 1 1 0 0 1 1 0 0 1 1
1 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1

JIIs TomanmbIIMX JOCHTIIKEHb HaM HEoO0-
XIJTHO TIPEICTAaBUTH JIOT1YHI (YHKIII y BHIJISLAL
JIOTIYHUX OIeparlii, 1o iM BiAMMoOBiga0Th. 300pa-

3MMO IIi JIOTIYHi omeparii JBoX 3MiHHUX B aHaJi-
THYHOMY TIpECTaBIeHH] (TabauIs 2).

TaOnuus 2 — AHaJiTHYHE MpeacTABJEHHs JOTT4HOI onepauii ABOX 3MiHHHX

0 0 8 X1 X5

1 X1 X 9 X O Xy ®l=Xx; DXy
2 X1 X5 10 X1

3 X2 11 X1V Xy =Xq1-Xp

4 X1 Xy 12 X2

5 X1 13 X1V Xy =X -Xp

6 X1 ® Xy 14 X1V Xy =Xq-Xo

7 X|V Xy =X1-Xp 15 1

V¥ cucremax 3axucty iHbopMarii BUKOpHUc-
TOBYIOTBCS TUIBKM JIOTI4HI (DYHKIIT, 110 MarTh
OJTHAKOBY KUTBbKICTh HYJIIB 1 ONWHHI y TAOIHIIAX
ictuHHOCTI [3], @ came 6 TBOPO3PSAHUX eleMEH-

tapuux ¢yskuin (3, 5, 6, 9, 10, 12), mo npea-
crasyeHi B Tabmumi 3. Lli enemenTtapHi dyHKii
BUKOPUCTOBYIOTHCSI JJIsl CUHTE3Y JABOPO3PATHHUX
orepauii KpunTorpadiyHoro nepeTBOPeHHS.

Tabmuus 3 — JIBopo3psiHi ejieMeHTapHI PyHKUIT 1151 cuHTe3y onepauiii kpunrorpadgiyHo-

ro neperBopeHHs ingopmamii

X2 Xq 3 5 6 9 10 12
0 0 0 0 0 1 1 1
0 1 0 1 1 0 0 1
1 0 1 0 1 0 1 0
1 1 1 1 0 1 0 0

X9 X1 X1 @ Xy X1 @ Xy @Ll=X1 DXy X1 X2

Ockinbku KpunTorpadiuxi omnepamii CHH-
TE3YIOThCS Ha OCHOBI BHOpAaHHMX EJIEMEHTApHUX
(YHKIIH Ta SBJISIOTH COO0I0 KOMIIO3MIIIIO BiIIO-
BiTHUX (YHKIIN NEpeTBOPEHHS, TO 3aCTOCYEMO
JIBOPO3PSIIHI elleMeHTapHI (QGYHKIT ISl CHHTE3Y
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TexHi4Hi Haykun

3/2019

Tabmuus 4 — Pe3yabTaTH 3acTOCYBAaHHSI JBOPO3PSI/AHUX ejleMeHTAPHUX (YyHKUii /s
CHHTe3Y omnepailiii kpuntorpadgiunoro nepersopeHns ingopmamii

Xy X1 DX, X2 Xy X1
2 | %) Rast _XJ o5 Ll } a6 L‘l @ XJ BT L‘J e Ll@xz}
0 0 0 0 0 0 0 0 0 0 0 0
0 1 0 1 1 1 0 1 1 1 1 1
1 0 1 0 1 0 1 1 0 0 0 1
1 1 1 1 0 1 1 0 1 1 1 0
X2 X1 X1 @ Xy X1 | X2 X1 @ Xp X1 Xo | X1 X1 @ X,

Buxozasuu 3 HaBeneHOTO MPUKIAAY IMOEM-
HaHHS eJIeMeHTapHUX (PYHKLIH B omepauii KpuI-
TOrpadiuHOro MEPETBOPCHHS, IO HaBEACHI B

Tabnuyi 4, chopMyeMO TIOBHY TPYIy IBOPO3PSI-
HUX ofepauiid KpunTorpagiuHoro nepeTBOpeHHs
iH(dopMallii, mpeacTaBiacHy B Ta0muIi 5.

Tabmuus 5 — [loBHAa rpyna ABOpPO3pPSAHUX omepauiii KpunrorpadgiuHoro mepeTrBopeHHs

indopmanrii
Ne orepartis Ne orepartis Ne orepartis Ne orepartist
1 X X 13 Xy ®1 19 X, ®1
X2 _| % _| %2 _|X2
Fy5= LJ F310 [Xl @1} Fas L(l } Fi2.10 Ll o 1}
2 X1 @ X 8 X1 ® X 14 X1 ® X, @1 20 X1 ®X, ®1
X1 @ X £ _|X1OXe F.o| X192 £ XX
| IS e PP e e
3 X 9 Eo_ X5 15 K _[Xz ®1 } 21 Foo_ Xo ®1
367 x, @x, 397 x, @x, @1 287 x @x, 1207y @x, @1
4 X 10 X 16 X1 @1 22 x1 ©1
1 1 1 1
= = = [= —
F53 LJ F512 L(z @J 03 [Xz } 1012 [Xz @J
Fo6 = & :[ DX, 1 06 = F09 =15 @x, 01
X1 ® Xy X1 © X3 X1 @ Xy 19X
6 Fo= Xl(‘BXz 12 F _ X1®X2 18 Foo = Xl@XZ ®1 24 E _ Xl@XZ @1
6,3 — X, 612 = X, ®1 93~ X, 912 = X, ®1

IIpoanamizyBaBII HAYKOBI JOCIIHKCHHS
[7-8], MmoxHa 3pOOWTH TPHITYIIEHHS, IO BUKO-
pHUCTaHHS omeparliii KpunrorpadigHoro MmepeTBo-
peHHst iH(GoOpMarii OLIbIIOT PO3PSIHOCTI 103BO-
JUTh 3MEHIIUTH 4Yac KpunrorpadiuyHoi oOpoOKu

I

inpopmauii. Tomy crpobyemo oTpuMaTH Ha OC-

11.

HOBI JBOPO3PSAIHMX OIEpalliii KpUITOrpaghiaHOro
nepeTBOpeHHs iHdopMamii Tpupo3psaHi omnepa-
ii. Tlpukmag cuHTE3y TPHUPO3PSAHOL oreparii
KpUNTOrpadiyHOTO TMEPEeTBOPESHHS
MPeJICTaBJICHO B Ta0umIli 6.

iHpopMaIii

Tabmuis 6 — Ilpukianx cuHTe3y TPUPO3PSIAHOL onepanii KpUNTOrpadivHoOro nepeTBOPeHHs

iHpopmanii
X3 | X2 | Xq
0 0 0 [0f0]O X, (X3 7
0 0 1 0 0 1 F3’5 = |:X i| x
0 1 0 [0]1]0 ! F35={ 2}, AKIo X3 =0
0 1 1 (o171 F=]|3% |x
1 [ o[ of1]o]o {Xz } X
1 0 1 1101 F36 = F36={ } AKIIO X3 =1

' X1 ©X ' X1 ® X

1 | 1 [0 [1[1]1 L i 19X 1
1 1 1 11110
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B pobGotax [7-9] BHCBiTIEHO pe3yibTaTu
MPOBEACHOTO OOUHCIIOBAILHOTO EKCIIEPUMEHTY,
B X0Ji sikoro Oyno 3HaineHo 70 eneMeHTapHUX
(hyHKIiA s KpuntorpadivHOro MepeTBOPEHHS
iHpopmarii. OgHak GOpMHU MpEnCTaBICHHS TIO-
€HaHHS eJeMEeHTapHHX (YHKIIH B omepamii
0a3yroThCsl Ha BUKOPUCTaHHI Pi3HUX MaTeMaTHy-
HUX anaparis, 10 CTBOPIOE HEMepeOOpHi CKItaj-
HOCTI B OJIHOYaCHOMY 3aCTOCYBaHHI BCiX KIa-
cu(iKoBaHUX Ta AOCTIIKEHHUX OIeparii Kpum-
TOIIEPETBOPEHHS.

Ha cporojni KijbKiCTh omepariii KpumTo-
MEPETBOPEHHS] BU3HAYAEThCs depe3 (hakTopialib-
HY 3aJIe)KHICTh TOTYXXHOCTI MHOKHHH KOJOBUX
cmiB. Y IMX PO3paxyHKax BiACYTHE 3HAUYCHHS
MOTY)KHOCTEeH eleMeHTapHuX (yHKIiH. MoxHa
JOITyCTUTH, 110, 3HAHIIOBIIN CIIOCIO MMO€THAHHS
MHOHH TOTYKHOCTEH KOJIOBUX CIIIB Ta €JIeMEH-

TapHUX QYHKLOIH TpU PO3paxyHKy TpaHHYHOL
KUJIBKOCTI oOmepalliii KpHIITOIEPETBOPEHHS, OY-
IyTh CTBOPEHI MEPEIyMOBH JUIS PO3POOKH €/1H-
HOTO MIiJXOAY IO CHUHTE3Y SIK JiHIHHUX, TaK 1 He-
TMHIAHUX OTIepaIliid.

[IpoekciepuMeHTYEMO 3 MHOXHHAMH KO-
JIOBUX CJIIiB Ta €JIeMEHTapHUX (DYHKIIIH.

KinbKicTh TpUPO3pSIHUX Olepaiiii BH3HA-

0 3
vaeThest 3a popmyow K3 =271=8!
KinbKicTh TPUPO3PSITHUX CIEMEHTAPHUX

GbyHKII# BU3HAYAETHCS 3a (hopmyIoro
2 I
K$=c% =c§ ¥ 1
2 4(8-4)!

Bu3HaunMo KUTBKICTh TBOPO3PSITHUX OTle-
ML 0 _ 921 g1—
pamii: K, = 2°1=41=24 ,
SIk1mo Tpupo3psIIHI omeparii 3a1aBaTH SIK:

X3 X9 X1
0 [ 0 [0 y
0 [ 0 [ 1 P 3
0 1 0 F3k: lei,}IKI.LIOX3=0
0 1 1 '
I Fa. Fyjo i Xg =1
T T 0 ihbje{l, 2,..,4%, ke{l, 2,...,8%}
1 1 1
K§ _ 8 12345678 5678 572
KS-KS 4+l (1.2.3-4)-(1-2-3-4) 1.2.3.4 1

Ocki d K9 _ k0 10 e

ckineku K3 =70, To moxkua nomycruty, mo: Kz =Kj K3 K3

Buxosuu 3 BUpa3y, OTpPEMAEMO MOJIENb CHHTE3Y TPUPO3PSIHOI OIEpaILii:

X3 X9 X1
0 0 0

F, . f
0 | 0 | 1 2 3
0 1 0 Fo = Fyi» ko f3 p =0
0 1 1
1 0 0 Fy j» Ao 3 =1
1 0] 1 FZ i P
n T 5 ’ ibje{l, 2.4}, ke{l, 2,...,8%,
1 1 1 ne{l 2,.., 70}

IlepeBipuMO 1O MOJENL CHHTE3Y [UIS PO3-  IBOPO3DPSIHUX omeparii -
PaxyHKy ~KiIbKOCTi ~JIBOPOSPAIHMX —omepauifi k9 — k9. K. K%’ — (K9)? -K%’ _ 92,624
KPUIITONEPETBOPEHHS iH(OpMaLii. . .

KinpkicTh  TPUpPO3pAAHMX —oOmepamii  —

OCKUTBKH KITBKICTH TBOPO3PSTHUX OIEpa-

.. 2 . .
uiii K9 =21=41=24 10 KijbKiCTh ABOPO3pPSA.I-
HUX €JICMEHTAapHUX (YHKIIH Oyne BHU3HAYATHCS

1
K K%’ = C;Z = C421 =6 ; KIIBKICTH OJHOPO3pSII-
HUX OIepaii — Kf =2h-—2-2 , TOOl KUIbKICTE
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K3 = 231=8!, KinbKicTb TPUPO3PSTHAX €IIEMEH-
TapHHUX (hyHKIIH
2 I
K= -ct=—3 _79
2 41(8-4)!
JIBOPO3PSIHAX  OIepartii

KinbkicTh
K$ =221=41=24.
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X2 | X1 fon
0 0 0 F szk = Fl’i,ﬂl(lﬂo len :O
i
0 1 0 I R skmo fp p =1
1 0 1 E ijef, 2}, ke, 2,...., 41}, ne{l, 2,..., 6}
3
1| 1| 1 :
Pospaxyemo  kimekicte  aBopospsaHux [2] B.T. babenko, C.B.Pynuunekuii, Ta

orepaii:
KS =K K K¥ =(k)2-K® =22 .6=24.

Kinpkocti aBOpO3psiAHUX omepauiid 30ir-
JICSL.

[MepeBipMo BHpa3 AIsl pO3paxyHKy Killb-
KOCTI YOTHPHPO3PSITHUX OTEpallii KpHUIToIepe-
TBOpPEHHS iHpopMaIrii.

KinpKkicTh 9OTHPHPO3PAMHUX ONEpaIin —
K§ =2%=16!

KifbKicTh 4OTHPHUPO3PSAHUX €JIEMEHTap-
HUX QYHKITIH —

o _~28 8 _16!
K4—C24—C16—

——=12870.
88!

TPUPO3PATHUX  OTepariii
K$ = 2°1=81=40320.

K =K$-KS-K?,

OTpuMaHuil pe3ynbTaT J03BOJISE CTBEPII-
JKYBaTH, IO 3alpONOHOBaHA 3aJSKHICTh Po3pa-
XYHKY KIJTBKOCTI oOmepalliid, ska 0a3yeTbcs Ha
PEKypeHTHOMY TO€IHAHHI MOTYXHOCTEH MHO-
JKWH OTlepalfii MEHIIIO1 pO3psSAHOCTI Ta eJIeMeH-
TapHUX (DYHKILIH, € KOPEKTHOI 1 MareMaTH4YHO
OIHUCY€E TIpolec MoOy0BH MHOXKHH HOBUX OIIe-
pauiii. Buxonsun 3 nporo, MO>kKHa CTBEpKyBa-
TH, IO MOJIFBO PO3POOUTH €IWHY TEXHOJOTII0
CUHTE3Y Ta JOCIIJKCHHS SIK JIIHIHHUX, TaK 1 HEe-
JNHIHHUX Omepalii KpUnTorpadiqHoro mepeTBo-
penHs iHpopMarii.

BucnoBok. 3amporoHoBaHUI MiaXix Aae
MOKJTUBICTB:

- PO3paxOByBaTH KIBKICTh OTEpalliii KpUI-
TorpadiuyHOro nepeTBOpeHHs iHdopmarii;

- OymyBaTm cami oreparlii IIISIXOM ITO€-
HaHHS BIIOMHX OIllepaniii KpUINTONEPETBOPEHHS
Ta eTeMEeHTapHUX (PYHKIH OUTHIIOT PO3PSIHOCTI;

- CTBOPIOE TIEPEAYMOBHU AJIsI PO3POOKH €au-
HOI TEXHOJIOTI] OMHCY Ta CHHTE3Y SIK JIHIHHIX, TaK
1 HEMHIMHUX orepariiii KPUITONEPETBOPEHHSL.
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TECHNOLOGY OF DESCRIBING
LINEAR AND NONLINEAR CRYPTOGRAPHIC TRANSFORMATIONS

The paper deals with the study of the dependence of the calculation of the number of operations,
based on recurrent combination of capacities of sets of operations of lower bit rate and elementary
functions to describe the process of construction of sets of new operations. The possibility of develop-
ing a single technology for the synthesis and investigation of both linear and nonlinear operations of
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cryptographic transformation of information is studied. An attempt has been made to obtain three-bit
operations based on two-bit operations of cryptographic information conversion.

For this purpose, logical functions are presented in the form of logical operations of two varia-
bles corresponding to them in analytical representation. Two-bit elementary functions in the operation
of cryptographic information transformation are combined. The study calculates the number of two-
bit, three-bit and four-bit elementary functions, two-bit, three-bit and four-bit operations.

According to the results of the study, it is found that our proposed dependence of the calculation
of the number of operations of cryptographic transformation, based on recurrent combination of ca-
pacities of sets of operations of lower bit rate and elementary functions, is correct and mathematically
describes the process of constructing the sets of new operations. Based on the results of this study, it
can be considered that the development of a single technology for the synthesis and investigation of
both linear and nonlinear operations of cryptographic transformation of information is possible. This
approach allows not only to calculate the number of operations of cryptographic information conver-
sion, but also to construct the operations themselves by combining known cryptographic transfor-
mation operations and elementary higher bit functions.

The proposed approach creates the preconditions for the development of a single technology for
the description and synthesis of both linear and nonlinear crypto-transformation operations.

Keywords: information protection, operations of cryptographic transformation, synthesis of op-
erations, digit capacity, technology of synthesis.
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