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TH®OPMAIIHHI PU3UKA IUPPOBOI'O ®OPMATY

Cmamms npucesiueHa RUMAHHIO HAOIUHOCMI Ma 3aXucmy IHEQOPMAayiuHux pecypcis, anaiizy
MOJNCTUBUX He2AMUBHUX HACTIOKIE NPU HACMAHHI PUSUKOBUX CUumyayii. AGmopu U3HAYUIU CYMHICMb
ma 3micm NOHAMMSL «IHPOPMAYTUHUL PUSUKY 8 YMOBAX YUPPOBOT peONIOYil i HOBUX MEXHON02Il, 810-
3HAUUNU HEOOXIOHICTb KOMIIEKCHO20 niOX00y 00 idenmugixayii, ananizy ingpopmayitinux puzuxie ma
PO3poOKU naary ynpasiinus inghopmayitinumu puzuxamu. Ocobaugy ysazy npuodineno iHgopmayiiHum
PUBUKAM SIK OKpeMill 2PYNi pusuKis, wo GUHUKAIOMb NPU 3ACMOCYBAHNI IHGOPMAYIIHUX MEXHONO02IL.

Baoicko ysasumu, 3 axumu we pusuxamu na wiasxy 0iodxcumanizayii 3imkHemscs opeanizayis ma
CYCRINLCBO 8 HAUOIUNCUOMY MAUOYMHLOMY. ¥V YbOMY CEHCI YIKOM NePCHEeKMUBHON GUTAOAE CNPO-
06a nowtyKy uwiisaxie ma moxcausocmetl 01 6e3neuno20 noOOJAHH NOMEHYIUHUX 3a2P0o3, CRUPAIOYUCh
Ha menoenyii ma npiopumemu, AKi OUKMYE PUHOK | CYCRITLCMEBO.

Knrouoei cnosa: ingopmayitinuil puzux, yugposa mpaumcgopmayis, YNpasiiHHi pPUSUKAMU,
Kkracugpikayis, inghopmayitini mexHonoeii.

Beryn. Po3Burok iHQoOpMamiiiHUX TeXHO- — TOTOBI pillIEHHS Jar0Th 3MOTY EKOHO-

JIOTi HUHI PO3TJANAETHCS Yepe3 MPU3My CTBO-  MMWTH Yac Ha BUpILIEHHS 3aBAaHb. Pi3Hi mporpamu,
PEHHS TII00AIBHUX TIPOMHCIIOBHX MEPEX 3 BUKO-  PO3LIMPEHHS Ta KOHEKTOPH ONTHMI3yIOTh POOOTY
pUCTaHHSAM IMTYyYHOTO iHTENeKTy (Al), momm-  KomImaHii i BUMararoTh MiHIMAJIBHUX BHTPAT Yacy
pennsaMm Iatepuery peueit (Internet of things), Ha ix BnIpoBamKeHHs Ta aAanTaLilo;
BIIPOBAPKCHHSIM KiOep(i3iYHUX CHCTEM Ta HEH- — MAacoBe BIPOBADKCHHS I1HTEICKTYyallb-
POTEXHOJIOTH 3 IPUHIIMIIOBO HOBUM MEXaHI3MOM  HHX JAaT4YMKIB B OOJNaHAaHHS Ta BUPOOHHYI JIiHIT
B3aeMOAil  (MPHCTPOEM) <«JIIOAMHA-MAaIlMHa», (TEXHOJIOTI iHIycTpianbHOro [HTEpHETY peueii);
NOUIMPEHHSM CEPBICIB aBTOMATHYHOI iJeHTUI- — mepexin Ha Oe3nronHe BUPOOHUNTBO i
Karii, 300py Ta 00poOKHY TIOOATEHUX 0a3 JaHMX  MacOBE BIPOBAIDKEHHS POOOTH30BAHMX TEXHO-
(big data), xmapuamx cepgiciB (cloud computing), yorii;
PO3YMHHUX MPUCTPOIB Ta MPOMHCIOBHX 00’ €KTIB — mepexin Ha 30epiranHs iHdopmarii Ta
(smart everything), po3BHTKOM COIIaJIbHUX Me- TIPOBEICHHS OOYMCITIOBAHb 13 BIIACHUX IOTYXKHOC-
pex, pizHOMaHITHUX TIaThopM, cepBiciB udpo- Teil Ha PO3MOiICHI pecypcH («XMapHi» TEXHO-
BOro cepenopuia [nrepuety [1]. Jiorii);

Hudposuii popmar cydacHOTO KHUTTS 3Mi- — HacKpi3Ha aBTOMaTH3allis Ta IHTerpawis

HIOE TPAIUIliHI YSBJICHHS PO CIOCOOHW 1 MeXa- BHUPOOHWYMX 1 YIPABIIHCHKUX IPOIECIB Y €IUHY
Hi3Mu 30epiranHs, o0iry ta 3axucry iHpopmauii, iHdopmauiiiHy cuctemy («Bif oOIamHaHHA 0
BIIKpHMBAa€ JOPOTY AO iHHOBALiHHOTO PO3BHTKY  MIHICTEPCTBa»);
MIIIPUEMCTB, IO 1a€ MOKIIUBICTH MTOETHATH BCi — BHKOPHCTaHHS BCi€l Mach 30MpaHux
BUPOOHMYI NPOIECH B €IUHY HU(PPOBY CHCTEMY JaHHX (CTPYKTYpOBaHOI Ta HECTPYKTYPOBAaHOI
Ta MaKCHUMaJbHO aBTOMAaTHU3yBaTW ympaBliHHSA iH(opmamii) mist GopMyBaHHS aHATITHKH (TeX-
II€I0 CHCTEMOIO: HOJIOT'11 «BEJINKUX)» TaHUX);

— BHKOPHCTOBYIOUHM cTpaTeriio Mobile — mepexim Ha O00O0B’S3KOBY oIl(poBaHy
First, komnaHii OTPUMYIOTh 1 MOHETHU3YIOTb MO-  TEXHIUHY JOKYMEHTAIil0 Ta eJIEKTPOHHUH TOKY-
OinpHMI Tpadik, SKUHA 3a CBOIMH MOKa3HMKaMH  MEHTO0O0OIr («0e3namnepoBi» TEXHOJIOrI»);

BXKE Ha3AorHaB Tpadik 31 CTAIl[ilOHAPHUX IIPHU- — 1U(poBe MNPOEKTYBaHHSI Ta MOICIIIO-
CTpOiB; BaHHs TEXHOJIOTTYHHUX TMPOILECiB, 00’ €KTIB, BUPO-
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01B MPOTATOM YCBHOTO JKUTTEBOTO LUKITY Bifg imel
0 eKCIuTyaTallii (3acTOCyBaHHS 1HXXEHEPHOTO
MIPOTpamMHOro 3a0e3MeYcHHS);

— 3aCTOCYBaHHSI TEXHOJIOTiM HapoulyBaH-
HS MaTepiajliB B3aMiH 3pi3aHHS («aIUTHBHI» TEX-
Houtorii, 3D mpiHTHHT);

— 3aCTOCYBaHHSI CEpBiCiB i3 aBTOMaTHY-
HOT'O 3aMOBJICHHSI BUTPAaTHUX MaTepiaiB i cupo-
BHHHM JJII BUPOOHMIITBA TIPOIAYKITii ¥ aBTOMAaTH-
HOTO MTOCTa49aHHS TOTOBOI MPOMYKIIii CIIOKHUBAUY,
OMHUHAIOYY TIOCEPEIHUIIBKI JTAHLIIOKKH;

— 3acTOCyBaHHS OC3MIJIOTHUX TEXHOJOTII
y TPaHCTIOPTHUX CUCTEMaxX, y T.d. UL TOCTa-
YaHHS IPOMHUCIIOBHX TOBApiB;

— 3aCTOCYBaHHS MOOUTEHUX TEXHOJIOTIN
JUII  MOHITOPHHTY, KOHTPOJIIO TIPOIECIB Ta
YIpaBIIiHHSI HUMH Y KHUTTI Ta Ha BUPOOHUIITBI;

— TepexiJ Ha peamizaliio MPOMHCIOBUX
ToBapiB yepe3 IarepHeT [2].

Iludposa peBomroIis, sIka OXOIMUJIa CBITO-
By €KOHOMIKY, Bpa)ka€ MacIITaboM, TeMIamu i
reorpadi€eto. 3 KOXXHUM POKOM 3pOCTA€ iHTEHCHB-
HICTh BIPOBAKCHHS HOBHX TEXHOJIOTIH y BUPOO-
HHLITBO i 00CTyroBYBaHHS JIOICHKHUX MOTped [3].

Opnak iHmwmiA O6iKk MacmTaOHOI UQPOBI-
3amii cep KUTTS Beie J0 TOTO, M0 TPOMAJITHH
VYkpainu Ta Oi3Hec yce Oijplie MOTEPHATUMYTh
BiZl 3pocTaHHs KiOep3nmounHHocTi. HaiineGesmneu-
HIIIAMH 1T EKOHOMIKH Ta TPOMAJISH € Kibepara-
KM Ha KPUTUYHY 1HPpacTpyKTypy (eHeproszades-
NEYCHHs, TPAHCIOPTHE YIpaBiHHS, OaHKIBChb-
KU 1 TEJICKOMYHIKAIlIMHIN CEKTOpH, MEIUYHE
00CIIyrOByBaHHSI,  BOJOIOCTAYaHHS  TOIIO)
Vkpaiuu [4].

Mera pocaigxeHHsl — iJeHTU(IKYBaTH Ta
kimacudikyBaTu iHGOpMAIiiHI PU3NUKH; IpoaHa-
J3yBaTH Cy4acHI METOIW Ta 3acO0W yIpaBIIiHHS
iHpopMaLiiHIMU PU3UKaMH B poueci nudpoBoi
Tpanchopmartii.

Bukjaag ocHoBHOro Mmartepiaiay. B go-
CIIIKEHHSIX MPOBiAHUX (axiBLiB y raiy3i KOH-
Tpodro Ta ympasiiHHsA pusukamu O. Oxuiiesa
ta [I.TopomoBoi 3a3zHadeHo, MO QYHKIIA
YIOpaBIiHHS PU3UKAMH I0NIOMAarae opraHizamism
JOMOTTHUCSL YCHIXiB IPU BINPOBAKEHHI LHPPO-
BUX iHimiatuB. ChOTOIHI Oprasi3amii CTPIMKO
OCBOIOIOTH IIU(GPOBI TEXHOJIOTIT B yMOBaX, KOJIH
o0csAr naHux 301BLIYETHCS, PIBEHb aBTOMATH-
3arii 301IbITy€eThCs, KibepaTaku CTalOTh OUIBII
BUTOHUCHHMH. Ha TemepimHii gac ineHTHdiKO-
BaHO i OMHMCAaHO OUIBLIICTh PU3HKIB, ajie BIPO-
Ba/DKCHHsI LHU(POBUX TEXHOJOTIH «CTBOPIOE»
MepeyMOBHU MOSBH HOBHX, II€ HE BIAOMHX PH-
3HKIB.
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«[oToBHICTh (yHKUII yHpaBmiHHS pHU3H-
KamMu 10 HudpoBoi TpaHchopmarllii» Mae aBi
CKJIQJIOBI:

— HAasgBHICTb HABUYOK 1 KOMIIETEHIIHN 1JIs
HaJaHHS CTPATETIYHUX KOHCYJIBTAIIA CTEHKXO-
JIaepaM, TPOBEIACHHS AayIWTy IHIIIATUB, SKi
noB’si3aHi 3 uudppoBoto TpaHchopmMalieo opra-
Hi3allii;

— 3MIHM TIpoOIlecy Ta IHCTPYMEHTapiro
YIPaBJIiHHSA PU3MKAMH MIOBUHHI BIOYTHCS TaKUM
YHHOM, 00 poOoTa QYHKUIl ynpaBIiHHS pU3H-
KaMH MaKCHMaJIbHO 0a3yBayacsi Ha BUKOPUCTAaH-
Hi JaHUX 1 MTA(QPOBUX TEXHOJOTIH MJIS MPOTHO3Y-
BaHHS PHU3WKIB Ta pearyBaHHS Ha HHUX 3 TUM
00’eMOM 1 HIBHAKICTIO, sIKi HEOOXiaHi mpu nud-
poBiit Tparcdopmartii opramizamii [5].

daxiBenp Bigmity Oe3lekH  KOMITaHii
Infopulse O. [Isuyk HaroJyoye, Mo HIOTPeOH
KJIIEHTIB, SIK1 HOCTIMHO 3MIHIOIOTHCS, IIOCUJIIOIOTh
THCK Ha KOMITaHii, 1[0 MAarOTh 3acCTapiii CUCTEMH
1 TIporiecH; oprasizarlii, 0 3BOJIKAIOTh i3 BIIPO-
Ba/DKCHHSM 1IU(GPOBUX TpaHCHOpMaLIii, 3MyIIEH]
MIOCTYIIaTHCS CBOEIO CGEpPOI0 BIUIMBY I1HIIAM
KOHKYPEHTHHM KOMIIAHisIM, SIKi BXK€ «HapOKEeHI
uudpoBuMm». Kpim Toro, opranizaimism motpioHo
BpPaxOBYBAaTH MOJIIHBI PH3UKH BHACTIIOK BHKO-
pHUCTaHHs TEXHOJIOTIH 1 pecypciB, AKi iM He Halie-
*aTh a00 SIKi BOHU HE KOHTPOIIIOIOTh MOBHICTIO.

OcHoBHA MeTa IMPOrPaMHOTO 3a0e3IeUCH-
Hsl 3 YIPaBIiHHS PU3WKaMU Ta JOTPUMAaHHS HOP-
matuBHUX akTiB (GRC) (abo Oynmp-skoro 3 Woro
MOJYJIiB) — aBTOMAaTH3YBAaTH OLIBIIICTH POOOUNX
MIPOIIECiB, MMOB’SA3aHUX 31 3BITYBaHHSIM, MOHITO-
PHHIOM Ta JOKYMEHTOO0OIrom [6].

B poboti I. A. KopabninoBoi 3a3HaueHoO,
II0 BITYM3HSHI KOMIIaHIi, Kl € HE MAaloTh JI0-
CTaTHBOI 3aXHIIEHOCTI Bij 3arpo3 30BHIIIHBOTO
CepeioBHIA, MOXYTh, CKOPHCTABIIUCH HAIIONET-
JIUBOI0 PEKOMEHIAINIEI0 3IIHCHUTH <«IU(pOBY
TpaHchopmariiro», 3poOUTH Taki KpOKH, sKi Ha-
HeCyThb 30MTKHM HE TiJIbKM iM, a ¥ BITUM3HAHIH
eKOHOMIIlI B3arayi. ToOTO, SKIIO OpraHizallis
TIparfe AOTYYUTHUCS 0 BcebOiuHOoi mudporizarii,
TO CIIiI PO3YMITH, UM MOXKeE LI OpraHi3aLis TigHo
MPUAHATH HOBI 3arpo3Hu, sIKi 3a CBOEIO IPUPOIOI0
OyayTh 3ajexatd Bin iH(opMalii 3 HOBHX IUd-
POBHX CHUCTEM, JIO IKUX BOHA IHTETPYETHCS.

Ockinbku IUQpoBi MEepETBOPEHHS
TTOB’SI3YIOTh 13 PO3pOOKOI0 Ta BIPOBAIKCHHIM
iH(hOpMaIIHHO-KOMYHIKAIIHHUX TEXHOJOTIH, i
SKHUMH PO3YMIIOTh CYKYITHICTH METOMIB, BHPOO-
HUYUX MPOLECIB 1 MPOrpaMHO-TEXHIYHUX 3aC00iB,
IHTETpOBaHUX 3 METOI0 300py, 00poOKH, 30epe-
KCHHS, TIOIIUPEHHS, BiJOOpaKEHHSI Ta BUKOPHC-
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TaHHA iHpopMamii B iHTepecax i KOpPHCTyBauiB,
PH3HKH, 1[0 BUHUKAIOTH y MPOIEC] IIUX MEepPETBO-
PEHb, OTPUMAJIH Ha3BYy «iH(pOpMarLiiHi» [7].

VY nocnimpkeHHi [8] aBTOpH PO3KPHUBAIOTH
CyTh «iH(OPMAITIHHUX PU3HKIBY», SIKI BHHHKAIOThH
Ha PI3HUX 1€papXidHUX PIBHAX (IepxkKaBH, €KO-
HOMIKHU B LIJIOMY, KOpHIOpaLii, OKpeMHX ITiIpH-
€MCTB TOIIO), 1 CBIf CKJIaJ PHU3HKIB, [0 YTBOPIO-
I0Th O0CAT MOHATTA «iH(GOPMALIMHUN pPU3MKY,
KU BiZOMBae OCOOJMBOCTI HOro MpoOsSBY Ha
ObOMY pIBHI Ta BpaxoOBye IEBHI yMOBH HOIO
(dbyHKITIOHYBaHHS. Tak, HaPHUKIaA, HE3BAKAIOUH
Ha Te, IO IpoOJieMa PU3HKIB, TIOB’I3aHUX 3 BH-
KOpucTaHHSAM iH(opMmamii Ta iHpopmMamiitHux
TEXHOJIOT1H, € BITHOCHO HOBOIO Y 3araibHiil Teo-
pii pH3HKIB, IEsAKi 3 HUX BXKE BKIFOUEHO O Iepe-
JiKy r100anbHUX PU3UKIB, SIKi 3arPOXKYIOTh JIOJI-
CTBY Ta 3 SIKHMH BOHO TOKH IIIO HE B 3MO3i BIIO-
patucs [9].

VY poborti I'. MenpbHMKa pO3p0o0IEHO €KO-
HOMIKO-MaTeMaTHUHy MOJICNb, SIKa Ja€ 3MOTY
TOYHIIIE OI[IHIOBATH CTYMiHb 1H(OPMAIIHHUX
pusuKiB Ha mianpuemctsi [10]. Takox aBTOp Bif-
3Ha4yae, M0 aHali3 iHPOPMaLiiHUX PH3HKIB €
OCHOBOIO 151 TOOYJOBHU MiACUCTEMHU yIIPABIiHHS
iHpOopMaIliiHoI 6€3MeKOI0 MiAIPUEMCTBA, 1 -
KpecIoe HeOOXiAHICTh BUKOHYBATH TaKi KPOKH:

— imentudikauis iHpopMaLiiHUX pecyp-
ciB (aKTWBIB) KOMIaHii, IO MOXYTh OyTH
00’€KTOM pH3HKY, MOKIIUBUX 3arpo3 aKTHBY, Ta
BU3HaueHHs piBHA 3arpo3 Oesneui KIC mignpu-
€MCTBA;

— OIIHIOBaHHS PIBHSA JIEBOCTI 3aco0iB
KOHTPOJIIO O€3MEeKH KOPIIOPaTHBHOI CHUCTEMU;
OLIIHIOBAHHSI BPa3JIMBOCTI KOPIOPATHBHOI CHUCTeE-
MH, IO PO3IJIIAETHCS SIK pe3yIbTaT BIUTHBY (ak-
TOPIB BIPOTITHOTO PiBHS CWJIM 3arPO3H Ta PiBHA
JIIEBOCTI 3aC00IB KOHTPOJTIO;

— OIIIHIOBaHHS YacTOTH IIOAIM BTpaT Bif
iHpOpMAaIIHHUX PU3HUKIB SIK PE3yJbTATy BIUIHBY
(hakTOpiB YaCTOTM BUHUKHEHHS 3arpo3u Ta Bpas-
JMBOCTI KOPIOPATUBHOI CHUCTEMH; OL[IHIOBAHHS
BEITMIMHN MOXJIMBUX 30WTKIB Bix iH(OpMAIIii-
HUX PU3UKIB y KOPIIOPAaTUBHIiH cucTeMi;

— OLIHIOBaHHSA piBHS iH(OPMALIHHUX PH-
3UKIB Y KOPIIOPATHBHIN CHCTEMi SK PE3yIbTYIO-
401 ABOX (haKTOpiB: YACTOTH TMOMAIN BTpaT Ta Be-
JUYUHA MOXJIMBHUX BTparT BiA iHpopMaumiiHUX
PHU3HKIB.

JikuTamzaiis — HEOQHO3HAYHA MOCIh
PO3BHUTKY CyCHiJIbCTBa, EKOHOMIKH 1 BUPOOHMLIT-
Ba, NIpH BCiX ii MO3UTUBHUX eeKTax HEOOXiAHO
MPOTHO3YBAaTH, 1ACHTH(IKYBATH Ta YIPABIATH
HETaTUBHUMH 3arp0O3aMH, BUKIMKAMH.
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PesyabTaTn pochaigxenb. Pusuk — HeBU-
3HAYeHA TOoJis a00 yMOBa, HACTaHHS SIKOI Hera-
TUBHO a00 TO3WUTHBHO MO3HAYAETHCA HA IIJISAX
npoekty [11].

Ha croromni me HeMae 0HO3HAYHOTO TI0-
HATTS «iHQOpMamiiHui pusuky». Jleski daxisii
PO3IANatoTh iHGOPMALIMHIA PU3UK SIK TMOJIIO,
sKka Oe3mnocepeqHbO BIUIMBAaE Ha iHdopMmamito: il
BHJIAJICHHS, CIIOTBOPCHHS, TOPYIIEHHS 1 KOH)i-
JOCHIIMHOCTI ab0 MOCTymHOCTI. IHIm po3risga-
I0Th L€ IOHATTS, 0OMEXYI0un 30HY iH(popMamiii-
HOTO PH3HKY JIMIIE KOMIT IOTEPHUMH CHCTeMa-
mu [12].

MO>JIMBICTh HACTAHHS BHITAIKOBOT ITOII B
iHpopmauiitHiid cdepi (iHpopmamiiiHiii crucTemi)
MiIIPUEMCTBA, B PE3yIbTaTI SKOI IMiIIPHEMCTBY
Oyzne 3aBmaHo 30MTKY, Ha3WBaIOTh iH(pOpMaLiii-
HUM pu3ukoM [13].

Indopmarriitna cucrema opranizariii 0Xor-
moe Bci cdepu ii gisbHOCTI (aAMIHICTPATHBHY,
BUPOOHNYY, (HIHAHCOBY), € CIIOIyYHOIO JIAHKOIO
mpu  po3podmi  crpaterii Oi3HECYy Ta SKOCTI
YIIpaBIIiHHS OpTaHi3alliero i mepcoHaioM. BoHa
MICTUTh BiJIOMOCTI, III0 CTOCYIOThCS IUIaHIB, CTa-
Hy MaTepiajbHUX Ta (iHAHCOBUX MOTOKIB, JOTO-
BipHOT IisIBHOCTI, MaHi (iHAHCOBOrO 1 yIpaB-
JIHCBKOTO O0JIIKY.

Taka inopmariist Mae LinicHUH, KOH(ineH-
MIHHWA XapakTep, a il BTpaTa MOXKE BUSBUTHCS
KPUTHYHOIO JJ11 poOOTH BCiel opranizaiii. Tomy
nepeadavaeTbes, Mo No0yaoBa poOOTH KOPUCTY-
BauiB 3 iH(poOpMaIli€ro, sKa MICTUTHCS B CHCTEMI,
BHMarae CICIMiaIbHUX 3aXOiB 3axHCTy, SKi 3a-
0e3neuyroTh KOH(IACHIIHHICTD, UTICHICTH 1 J0-
CTYIHICTh naHux [14].

3a ocTaHHIN Yac Mo4yaB aKTHBHO PO3BHBa-
THCS HAayKOBHM HampsiM 3 e(peKTUBHOTO YIIPaB-
ninas [T-puszukamu. CyyacHult piBeHb iHpOpMa-
TH3aIlii B OpraHi3aIlisfx Ja€ 3MOTy BHKOPHCTOBY-
BAaTH BHW3HAYCHHS PIBHSI PHU3HUKY 3 METOIO e(dek-
TUBHOTO YNpaBIiHHS iHQOPMaLiiHUMU TEXHOJIO-
risMH Ta 3a0€3MCUeHHS CKOHOMIYHOI Oe3IeKu
oprasizamii 3a JOTIOMOTOI0 ITiIBUIIECHHS Hamii-
HOCcTi Oi3Hec-mporieciB. ToOTo, imeHTH)IKAIIIO
PU3UKIB 3 iX MOAANBIIMM aHAJi30M Ta OILIHKOIO
HEOOXIHO PO3MISAATH SIK OCHOBY CTAjoro (hyHK-
IIOHYBaHHS OpraHi3allii. YIpaBiIiHChKI pilICHHS
MO CTBOPEHHIO 1 MoAepHi3amii iHpopMaIiiHIX
TEXHOJIOTi MalOTh IPYHTYBATHCS HA PETYISPHO-
My OITiHIOBaHHI iH(popMariitaux pusukis [11, 13].

OOrosopenns pe3yabTaTiB. [l npose-
JICHHSl LITICHOTO aHami3y iHdopManiiiHux pusu-
KiB HEOOXiTHO CTBOPHUTH Kiacudikaiiiiny 0asy
pu3HKiB. SKimo iHpopMaLiiiHi pu3uKH 3rpyIyBa-
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TH BIANOBIIHO 32 OKPEMHMH KPHUTEPiSIMH, TO
MO’KHA 3aCTOCYBATH iHIEKCOBaHY CXeMy KJacu-

¢ikanii. [IponoHyemMo 110 cXeMy y BHIJIAII cXe-
mu IcikaBu (pUCyHOK 1).

i BH
QKEDENo MeXaHizm o
NopyWeHHRA PO3MOEC HIREHHA
dBTOPCh KX NPAB theikoBoi iH opmauii
3OBHIWH -
HaA BHICTh NOMWIOK Y MOLEMAX,
ETpaTa NporpamMmHnx
3ac 0GiB, iHhopmaLinHMX _AnropHTMAx 0GpabKH
Bas gaHux iHthopmawii, nporpamax
EBHYTPILHI — - HENPAMI
BHXIA 13 nagy abo nepexig y BMXig i3 nagy abo nepexig y
HEPODOYHIA CTAH TEXHIYHAX Hepcﬁoq“ﬁ CTaH TEXHIYHHX
33coGiE BHACNIZOK CTUXIAHAX NHX 3ac00iB BHACNIQOK aBapii C3HAKK
iHODO P ALLIAHKX
BHECEHHA HefocToBipHa .
HenoexHa
i foctym fo . - iHtOpMaLiA
JMiH iHipopuaLi ibih oM aLLis hopmall
iHHOBALLIT HEAKTYankHa xar:hﬁ:ﬁzﬁﬁfomi HEHABMMC Hi
_SHHLU.EH HF!__ i Hth opMaLA
nogina pesynerar

Pucynok 1 — IngexcoBana cxema kjaacugikanii ingopmaniiiHux pusukis

Crnaoeno 3a: [13]

MeTtososorist yrpaBiiHHS pU3nKaMu 6azy-
€TBCS Ha SIKICHOMY Ta KUIbKICHOMY OLIHIOBaHHI
1IeHTU(IKOBaHUX PHU3MKIB, HE BUHATKOM € U iH-
(dopMalliiini pu3uky. 3aBIaHHIM SKICHOI'O OIli-
HIOBaHHS € BU3HAYCHHS MOXJIMBHX BUJIIB PH3H-
KiB, OL[IHIOBaHHS MPUHIMIIOBOTO PIiBHSA Mpiopu-
TETHOCTI 3arpo3, a TaKoXX BHIUICHHS YHHHUKIB,
SIK1 BIUTMBAIOTh HA PIBEHh OOTPYHTYBAHHS Pi3HUX
MOXJIMBUX KOHTp3axomdiB [15]. fkicHe oriHto-
BaHHSI 9aCTO CYIIPOBOIKYETHCSA KITBKICHHM, SKE
BH3HAYA€ IMOBIPHICTh BHHUKHCHHS PH3UKIB Ta
HACJIIAKiB, IO HECYThb PH3HMKOBI moaii. ABTOp
pobotu [15] Big3Havae, M0 HA TOYATKOBHX €Ta-
max a”amizy iHQOpMaIliiHUX PU3HKIB, K IPaBH-
JI0, BUKOPUCTOBYETHCA SIKICHE, a Ha KiHIICBOMY —
KIJIbKICHE OLIIHIOBAHHSL.

OnHO3HAYHOI 3arajibHOI METOJWKH, 3a
SIKOTO0 MOXKHA OyJI0 0 BU3HAYUTH KUIBKICHY BEJIH-
YHHY PHU3HMKY, HAa CHOTOIHIIIHINA JIEHb HE iCHYE,
1110 00YMOBJICHO BiJICYTHICTIO JOCTATHHOI'O 00CS-
Ty CTaTHCTUYHO! iH(OpMamii Mpo MOMIHBICTH
BUHUKHCHHS OYJb-IKOi KOHKDPETHOi 3arpo3u.
KpiM TOro, BU3HaYNTH BEIMYHHY BapTOCTI KOHK-
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peTHOTO 1H(OPMAIITHOTO aKTUBY JAOCUTH BAXKKO
(pucyHOK 2).

BCIIHYHHA

MOKITHBHX
BTpar

PucyHok 2 — @aKkTopu OLiHIOBAHHSA
ingopmaniiiHnx pusukin
Cknaoeno 3a: [10, 16]

Buninsrors HacTymHi eTamu aHalidy iH-
dhopmartitaux pu3uKiB (Tabmurrs 1).
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Tabmuus 1 — ETanu ananisy ingopmauiiiHnx pusnkis

Etan

Ck1nazioBi eramy

InenTudikaris

iHpopMaliiiHi pecypcu (akTUBH) opraHizauii sk 00 €KT pu-
3UKY

MOXUTHBI 3arpo3u (KOMOIHAIli 3arpo3) akTUBY Ta 1mMeHTH(DI-
KaIlisi MOXKITUBUX HEOE3IeK, K1 3arpoXKyI0Th

OwuiHIOBaHHS YacTOTH BUHUK-
HEHHS  3arpo3d  MOXIIMBHX
BTpaT Bil HacTaHHA PU3UKOBOL
cuTyauii

eKCIIepTHE OLIHIOBAHHS PiBHs 3arpo3 3a HaOOpOM IMOKa3HH-
KiB, SIKi XapaKTEPHU3yIOTh MOXJIMBICTH MOCTYITy TOPYITHHKA
BiJIIOBIZTHOTO KJacy 110 iH(hopMaLiliHUX pecypciB

OUiKyBaHE pearyBaHHS 3aCO0iB KOHTPOJIIO BIPOIOBXK BiaBe-
JIEHOTO YaCOBOTO iHTEPBAITY

BpPa3IUBICTh SK PE3yJIbTaT BIUIMBY (AaKTOPIB MOXKIHBOTO
PiBHS CWJIM 3arpo3d Ta pearyBaHHs 3aco0iB KOHTPOJIIO Ha
3arpo3y

YacTOTa BHHUKHEHHS 3arpo3d SK MOXIIMBA 4acTOTa peaiza-
ii YMHHWKIB pU3UKY (areHTiB 3arpo3M) B MEKax IEBHOTO
4acOBOTO IHTEPBAITY

qaCTOTa BUHUKHCHHA HOI[iﬁ BTpaT — MOXJIMBA 4aCTOTa IIpo-
TAT'OM BHU3HAYCHOI'O 4aCOBOTI'O iHTepBany, 3 JAKOIO arcHT 3a-
I'po3u 3aBAa€ IIKOAU AKTHUBY, PO3ITIAAAECTHCA SAK PE3YyJIbTAaT
BILIUBY (baKTOpiB YaCTOTH BUHUKHCHHS 3arpO3u Ta Bpasjin-
BOCT1

O1iHIOBaHHS BEIMYUHH MOX-
JUBHUX BTPAT BiJ| HACTAHHS pPH-
3UKOBOI CUTYyaITii

BBU3HAYCHHS MOXKJIMBOI [ii KOKHOTO 3 areHTIB 3arpo3u iH-
¢dbopManiiHOMY aKTHBY

OIIIHIOBaHHS BEJIMYMHHU KOXXHOI 3 MOXJIHBUX (OPM BTpart,
T10 TTOB’s13aHi 3 JTI€I0 TIEBHOTO areHTa 3arpo3n

OIIIHIOBAHHS BEJIMYWHU BCIX MOKIUBUX (OpM BTpaT

Pesynprar ananmizy Ta KOHTp3a-
X0

OLIIHIOBAHHSI 3arajbHOTO PiBHS iHGOPMALIHHUX PHU3HKIB Y
KOpIIOPaTHBHIN CHUCTEMi; IJIaH pearyBaHHs Ha PU3HKU i3 3a-
3HAYCHHSIM MPIOPHUTETIB PIMIEHB IO PU3HKAX

MOHITOPHHT Ta KOHTPOJIb

KOHTPOJIb TIOTOYHOTO CTaHy 3axXHUIICHOCTI 1HGOpMAIIHHIX
CUCTEM Ta IUIaHYBaHHS 3aXOJiB i3 3aXHCTy

MOHITOPHHT JIili Ta Pe3y/ibTaTiB MPOBEACHHS 3aXO0JiB, CIIPs-
MOBaHHX Ha ITiIBUIICHHS e(DEKTUBHOCTI 3aXuCTy iH(hOopMaIrii

Crnaoeno 3a: [10, 16]

Pe3ynmbraTti SIKICHOTO OIIHIOBAaHHS BHKO-

HYIOTh HACTYIHI XapaKTePUCTHUKU YTPaBIiHHSA

PUCTOBYIOTBCS i1 (POPMYBaHHS 3B’SI3KY MIXK
IMOBIPHICTIO Ta HACIIIJKAMU TOJi1 JJIs1 KIIFOUYOBHUX
pHU3HKiB. 3 1OTO AOITOMOTOI0 MOKHA BUMIPIOBATH
Ta ONHCYBaTH TPOQiIs PH3HKY OpraHizarfii.
[Ipuknan HaBeneHO B TaOmuIi 2, siKka MICTHTh
iH(popMaLlilo Ha OCHOBI JaHUX PUCYHKa .

ONiHIOBaHHS BaXKJIMBOCTI PHU3UKIB, TOOTO
NPIOPUTETHOCTI AJs1 0OpOOKH, 3IIHCHIOETBCS 3a
JOMOMOTOI0 MaTpHIIl IMOBIPHOCTI Ta BILJIMBY Ha-
CTaHHS PU3UKOBHX TOIN (Tabmutis 3).

B mocmimkenHi [5] aBTopm BiI3HAYAIOTh,
mo 4uM Oinblie QyHKIIs yHOpaBliHHSI pU3UKAMH
BIJAIIOBIia€ IUIaHAM JOipKUTaji3alii, THM BHIIA
IMOBIpPHICTh JOCSTHEHHS METH OpraHi3arlii, Te-
pendaueHoi UMPPOBUMH iHILIAaTHBaMH, 1 TPOIIO-

© 0. Bb. lanyenko, €. B. Jlancekux, O. B. Cemko, 2020
DOI: 10.24025/2306-4412.3.2020.200792

62

pU3MKaMHM, SKi JOMOMAralTh y MPUHAHATTI 00-
IPYHTOBaHHUX PIllICHb, 110, B CBOIO Yepry, 301Jb-
IIYIOTh IIAHCH HAa yCHiX y Mu(pPOBi3altii:

— TMIOBHA 3aJy4CHICTh y IJIaH IUPPOBOI
TpaHcgopMalii opraizaii;

— miaBHIEHHS KBaiikaiii cremiamicTiB
31 BIAIOBIAHOCTI TeMIIaM PO3BHUTKY OpraHi-
3arii;

— BU3HAYCHHS OalaHCY KOMIETEHIIN s
poOOTH 3 HOBUMH TEXHOJIOTISIMU;

— aKTHUBHaA B3aeMofia 3 ocobamu, II0
MPUIMAIOTh PIlICHHS 3 MUTaHb OCHOBHUX IU(-
pPOBUX IHIIIATHB;

— KOMYHIKAIli Ta CHHXPOHI3AIlisI 3 Me-
TOIO CTBOPCHHSI €IMHOI JTyMKH TIPO PU3UK.
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Tabnuus 2 — SIkicHe ouiHIOBaHHS rpyN iHpopManiiiHUX pU3UKIB

. _ VYcepenHeHuii BIIMB Ha
YcepenHeHa IMOBIPHICTh | . o
No . . . iH(opMaIliliHI aKTUBU
HatimeHnyBaHHS TpyNy pU3HKIB BUHUKHEHHS PU3HKIB . .
n/m ) BiJl HACTAHHS PHU3HKIB
O0=1 .
(UsllY)
1. | Pusuku 3a MexaHi3MOM BHHUKHEHHS 0,8 0,9
2. | Pu3uku 3a xapakTepoM BUHUKHCHHS 0,7 0,7
3 Pu3uku 3a BUjaMy BUHHMKHECHHS 0,5 0,6
4. | Pu3uku 3a KepeioM BUHUKHEHHS 0,5 0,6
5. | Pusuku 3a xapakTepom momuii 0,8 0,8
6. | Pu3uku 3a pe3ysnbpTaTomMm 0,6 0,5

Crraoeno 3 ypaxysanmnsam [13]

Tabnuus 3 — MaTpuus iMOBIpHOCTI Ta BIVIMBY HACTAHHA PH3NKOBHUX MOii

IMoBipHICTE

Brnus

0,1 0,3 0,5 0,7 0,9
0,8+ 1,0 5 1
0,6 +0,8 7 2
0,4+0,6 3,4
0,2+0,4
0,0+0,2
1 - 30Ha NOMIpHUX PH3UKIB; Jlo AKICHHX METOAWK YIIPaBIIiHHS PH3UKa-
I —30na BuCOKHX PU3HKIB, MH Ha ocHOBI BUMOT ISO 17999 BinHOCATHCS Me-
1 —30Ha HU3BKMX PH3HKIB. tomukn Risk Advisor, COBRA, KOHJ/IOP+,

3a pesynprataMu iAeHTUGIKAIIT Ta OIiHIO-
BaHHs 1H(OpMAIifHUX PHU3UKIB MPUHMAIOTH pi-
HICHHS [IOJ0 MOXJIMBOCTI YHHUKHEHHSI a00 3HU-
JKEHHS PIBHS HACHIIKIB iHOPMAIIHHUX PU3HUKIB.
PearyBanHs1 Ha HacCTaHHS PU3UKOBHUX HOAIH 0a3y-
€ThCSI Ha PO3POOII METOJIB 1 TEXHOJOTIH 3HHU-
JKEHHsI HETAaTUBHOI'O BIUTUBY PHU3UKiB. ToMy To-
TYIOTh KiJIbKa BapiaHTiB cTpaTeriid (cueHapiiB)
pearyBaHHs, TOJIOBHA MeTa SIKUX CHPSMOBaHA, B
nepury 4epry, Ha BHKJIIOYCHHS YMOB BHHUKHCH-
HS PU3UKIB.

Ha punky indopmaniiinux texHosnorii ic-
Hy€ BeNWKAa KUIBKICTh TIPOTPaMHHUX 3aco0iB,
BIIPOBADKCHHSI SIKUX 3abe3medye e(ekTuBHE
ynpasiiHH iHQOpMaliHHUMH MOTOKaMU Ta BU-
SIBIICHHS 1H(OPMaLifHO-TEXHOJOTTYHUX PU3HUKIB,
110 TIOB’sI3aHi 3 MisUTBHICTIO OpTaHi3arii, s Kol
3aCTOCOBYIOTHCS Ti UM 1HIINI METOIH YIIPABITIHHS.
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Proteus Enterprise, OCTAVE, a takox Digital
Security Office, PuckMenemxkep, Oracle Crystal
Ball, @Risk, Risk Watch [17].

Jlo OCHOBHHMIX pe3yJbTaTiB aBTOPH CTaTTi
BITHOCSITH y3arajJbHCHHS aHali3y IHCTPYMEHTAJIh-
HUX 3aCc001B OLIHIOBAHHS PU3UKIB.

BucnoBku. Ha ocHOBiI mpoBeneHOro B
CTaTTI aHANI3y MOXKHa 3pOOWTH HACTYIHI BHU-
cHoBku. [lo-mepme, mmdposa Tpanchopmamis
BUPOOHUIITBA, CYCHIJIBLHOIO KUTTA HEMHHYYA. 11
3MIACHEHHS BeJe SIK O PO3IMIMPEHHS MOMIUBOC-
Tel opraHizailiii y Mepexi, Tak i 10 HeOe3Iek.
[lo-npyre, iHpopManiiiHi PU3HUKH, SKI YACTO Cy-
MIPOBOKYIOTH TIpoliec mugpoizarii, miamopsia-
KOBYIOTBCSI CTaHIApTaM YTIPaBIiHHS PU3HKAMH,
TOJIOBHUM iHCTpYMEHTapieM st «O0OpoThOm» 3
HUMU € igeHTH]iKalisl Ta OIiHIOBAHHS PHU3UKIB
iHpopMamiitnux akTuUBIB KoMmmawnii. Ilo-Tpere,
dhopmyIIIOBaHHS Ta 3MIMCHEHHS IOJITHKU 0e3-
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MEKW YCYHCHHS PHU3UKIB He Oyne e)eKTHBHUM,
SKITO0 ICHYIOUI CTaHAApPTH BHKOPHCTOBYIOTHCS
He 3a npaBmwiamu. Came ToMy poOoTH i3 3a0€3-
neyeHHs iHQopmalliiHoi Oe3reky MOBUHHI OyTH
KOMIUIEKCHUMU.

Vupapiaiaasa iHQOpMaliHHUMH —pU3HKa-
MU — JIOCUTh Cy0’ €KTHBHHHA Ta CKIQJIHHHA TPO-
IeC Yy IISUTBHOCTI OpraHizailiif, 0COOIMBO, SKIIO
JUSUTBHICTD TI0B’sI3aHa 3 KOH(IIEHIIHHOIO 1H(OP-
Maifier0 abo mpuxoBaHow0 iH(opMaIlliero, abo
NPOCTO 3 BETUKUMH oOcsiraMu iHpopmaii, Koiu
IMOBIpHICTH 1i HemepeadadeHoro BUTOKY € HIO-
CHUTH BEIUKOIO.

Tomy 1s mpobiemaTHka Ha CHOTOJHI €
JOCHUTh aKTyaJlbHOIO, a 3ajadyi 3axucry iHdop-
Marii BiJl MOKJIMBUX PU3HKIB — MEPCIICKTUBHHU-
MU, SKi MOTpeOyIOTh BAOCKOHAJICHHS BXXE iCHY-
I0YMX METOAIB MpPOTHIIi Y¥ pO3pPOOKH HOBUX,
o Ja€ HEOOXITHICTh MPOAOBXKHUTH POOOTY B
IIbOMY HaIpsIMi.

TTomanpinl JOCHIIKEHHS MOJSIralTh B
imenTudikamii # SKICHOMY Ta KiJTbKICHOMY OIIi-
HIOBaHHI OKPEMHX PH3HKIB Cepell 3aIpoITOHOBA-
HUX TPy iHPOPMaLiHHIX PU3HKIB 3 TOAAIIBIIONI0
pO3pOOKOI0  MPOTUIIA y TpOlEeCi PU3HK-
MEHePKMEHTY. Takoxk y CydacHUX yMoBax IU}-
poBoi TpaHcdopMalii cycrniibCTBa aKTyalbHOIO €
po3po0Ka HOBHX METOAIB YNpaBIiHHS came iH-
(dhopMalliiHUMK PU3UKaMH, SKi O IHTErpyBajd B
co0i mporecy iHGOPMALIHHOTO MEHEIKMEHTY Ta
yIOpaBlliHHS pPU3MKaMU B KOMIIaHii B LLJIOMY,
€JIEMEHTH PHU3HUK-MEHEKMEHTY B IMpPOEKTax, a
TaKOX 3aco0u iHPpOpMaIIHHOT OE3MEKH.
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INFORMATION RISKS OF THE DIGITAL FORMAT

The article is devoted to the issue of reliability and protection of information resources, possible
negative consequences when risk situations arise. The authors have made an attempt to define the es-
sence and content of the concept of information risk in the conditions of the digital revolution and new
technologies, noted the need for a comprehensive approach to the identification and analysis of infor-
mation risks, reducing negative consequences in case of risk events. Particular attention is paid to
information risks as a component of risks arising from the use of different information technologies.

Losses from information risks can be material (in the form of damages, lawsuits, etc.), and can
be viewed through the prism of intangible losses (in the form of loss of trust or, in general, reputa-
tion). The main task of information security professionals is to apply timely and complete assessment
of IT risks using methodological bases of risk management. Organizations must determine their strat-
egy in information security in order to further manage their risks effectively.

In the article the authors give an example of analysis, estimation, probability matrix and possi-
ble influence of risk events in the process of digitization. To help combat IT risks in the information
technology market, software has been developed to provide adequate management by information
flows and IT risks, including Risk Advisor, COBRA, KONDOR +, Proteus Enterprise, OCTAVE, as
well as Digital Security Office, RiskManager, Oracle Crystal Ball, (@Risk, Risk Watch.

1t is difficult to imagine what other risks an organization and society will face in the near future
in the way of digitization. In this sense, an attempt to find ways and opportunities to safely overcome
potential threats, based on trends and priorities which are dictated by the market and society, is quite
promising.

Keywords: information risk, digital transformation, risk management, classification, informa-
tion technologies.
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