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Abstract. Recently, connecting employees to the company’s internal network remotely through public
resources has become widespread among small and medium-sized companies. In this case, the issue
of information protection has become acute since a certain share of information may circulate through
an unprotected network. Currently, VPN technology, which has many options for implementing
networks for different purposes of use, is widely used. Among the variety of implementations, this
research has chosen the construction of a VPN network based on Cisco equipment as an object
of research. This approach has been chosen because of the prevalence and availability of equipment,
and the availability of a simulator to design, set up and test the network. The organization structure, in
which employees can work both inside and outside the corporate network, has been described. At the
same time, each of the employees is supposed to have equal opportunities to connect to servers
securely and work with data related to the organization’s activities. Accordingly, for the employees
who work remotely, the issue of information security is specifically acute. Therefore, the authors
propose a network model, which consists of three zones: the main office, the remote worker’s
workplace, and a segment with servers located in the demilitarized zone (DMZ). The demilitarized
zone provides an additional level of security for the local network, which minimizes damage in the
event of an attack on one of the publicly available services: an external attacker has direct access only
to the equipment in the DMZ. The VPN technology will be used as a means of protecting
the connection of employees to servers with the organization’s data. The network hardware is selected.
The Cisco 2811 router which is used to cover the needs of small organizations (up to 36 workplaces) is
chosen to combine all segments into one network. Practical implementation of the VPN technology
settings in the presented distributed network of the organization has been conducted. The computer
network is simulated in the Cisco Packet Tracer environment. As a result of fulfilling the assigned
tasks, security policies have been implemented in the network based on the use of Cisco VPN
technology. This tool makes it possible to organize a secure VPN channel for connections from within
the organization’s network, which, in turn, allows a remote employee to access the organization’s
servers and data. The results of this work can be used by the companies or individual users who plan
to integrate the VPN architecture, based on Cisco equipment, into their network infrastructure.

Keywords: network, demilitarized zone, Packet Tracer simulator, Cisco, VPN tunnel, cryptographic map.
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Introduction

Modern business is reaching out far beyond the region and country borders. As a result, the
enterprises’  structural components have become more distributed. Accordingly,
communication and exchange of information between the enterprise’s branches is realized
through the Internet. The pandemic also contributed to the trend when remote work became
the norm for many organizations. In Ukraine, this phenomenon received an additional impetus
with the full-scale war of the Russian Federation against Ukraine, which spurred an extensive
migration of specialists, posed threat to the employees’ safety during missile attacks, which
made remote work a new reality. Organizations introduced special policies regarding remote
employees. It is obvious that the growth of the number of users, the amount of information
and its value naturally requires a solution to the problem of information protection (Zhilin et
al., 2021). Information in the modern world has become a value that must be reliably
protected (Buriachok et al., 2019). Every year, huge amounts of money are spent on the
information security of enterprises, state institutions and organizations, but does not guarantee
a complete protection of information systems, since the methods of external intervention are
being improved, the initiators of which can be either ordinary cybercriminals who aim to
enrich themselves or obtain a competitive advantage, or even organized groups of specialists
acting in the interests of the country, whose policies and activities are aimed at the
infrastructure and critically important information resources of another state (Mohan et al.,
2015). It is obvious that protection should be targeted at the main properties of information:
integrity, confidentiality, and availability (Mykytyshyn et al., 2016).

The relevance of information protection at the network level lies in the fact that there is
a key need to ensure the confidentiality of data transmitted within the network (Graivoronsky
et al., 2009). On the scale of the office, it is quite possible to create a secure network, but this
will only partially solve the security problem, because in modern conditions some employees
have remote access, so it is necessary to expand the security policy of the organization to the
entire network infrastructure (Semenov et al., 2014).

The security policy of the organization is developed in accordance with the provisions
of ND TZI 1.1-002-99 and recommendations of ND TZI 1.4-001-2000.

Literature review

One of the common approaches to solving the problem of information security is setting up
and using virtual private networks (Virtual Private Network or VPN) (Galkin et al., 2016;
Vasylyna et al., 2013). This technology is widely spread since, in addition to the security
advantages it offers, it allows the user to bypass certain network restrictions, for example, it
provides access to sites and resources that are prohibited in the country or by organization
regulations. With this aim, for example, you can use the Opera browser above version 40 to
easily enable a free VPN option. In addition to specialized software that complements the
operating system with VPN functions. In addition, there are other methods, including
software and hardware and integrated solutions that employ various tools, such as a router
with the function of filtering network traffic, network screens, proxy servers, software-
hardware encryptors etc. (A Framework for IP Based Virtual Private Networks; Pure
hardware VPNs uale high-availability tests).

The idea of building virtual VPN networks is based on a fairly simple reasoning about
building a secure tunnel between two nodes of an open network, which, through
cryptographic algorithms, is inaccessible to outside observers, which will ensure
confidentiality and integrity of information (Medvedev et al., 2002).
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Cisco Systems (Cisco IOS Quality of Service Solutions Configuration Guide) is the
leader in the market of network equipment used in creating and using VPN technology. The
company has specifically implemented the following technologies: Cisco ASA for network
screens, Cisco Secure IDS for the intrusion detection system, Cisco VPN for virtual private
networks (Bartlett et al., 2016; Bollapragada et al., 2005).

VPN technology offers an opportunity to establish a network connection over another
network. A VPN connection provides users with secure access to an organization’s corporate
network while limiting access for the attackers. To equip a network connection with such a
property, it is necessary to implement three basic principles: tunneling, encryption, and
authentication (Douglas Crawford). Data transfer between sender and receiver network nodes
takes place through multiple nodes of an open public network, but due to tunneling, the traffic
passes as if they were combined into one local network. This is implemented due to an
asymmetric cryptographic encryption algorithm, which generates additional information
transmitted along with the main data packet. On the receiving side, this additional information
is used for data authentication, which ensures their security.

The most commonly used protocols to establish a VPN are IPSec, PPTP, PPPoE, L2TP,
L2TPv3 and OpenVPN (VPN protocols; We choose the VPN protocol; What is SSL?).

VPN service providers use encryption and a set of IPSec protocols to encapsulate user
data for reliable protection (IPSec is a protocol for protecting network traffic at the IP level).
Cisco IOS SSL VPN technology provides access to the corporate network using the SSL
cryptographic protocol and provides data transmission of various types, including those with
increased bandwidth requirements (audio and video files).

Materials and methods

The purpose of the research: building a model of information protection at the network level
using Cisco VPN technology.

Research objectives:

1) describe the organization (institution) and construct a model of its distributed network,
where the information protection system is implemented;

2) implement the VPN technology settings in the presented distributed network of the
organization and test the information protection system.

When developing an information protection system, the developer should be guided by
regulatory documents that stipulate the minimum requirements for its creation.

Here, we consider a simple model of the organization, which can be expanded and
supplemented in the future. This approach will demonstrate the basic principles of
implementing information protection based on Cisco VPN technology. Suppose that the
institution for which an information protection system is being implemented is engaged in
work related to commercial secrets and at the same time has a limited budget funding and a
small staff. Therefore, for the proper functioning of the system, it is necessary to take
maximum security measures, which would not exceed the limited budget.

Suppose that the staff in this organization consists of three workers who are installed in
the main office and an employee who performs the duties remotely. At the same time, each of
the employees must be equally enabled to securely connect to servers and work with data
related to the company’s activities.

One of the factors contributing to better information protection from unauthorized
access and interference from the outside is to divide the network into three zones: the main
office (LAN), the remote worker’s workplace (Branch) and the premises with servers located
in the demilitarized zone.

© O. S. Havrysh, Yu. Yu. Obruch, A. V. Chepynoga, A. V. Honcharov, O. M. Panasko, 2023
DOLI: 10.24025/2306-4412.3.2023.284551

7



ISSN 2306-4412 (Print), ISSN 2306-4455 (CD-ROM), ISSN 2708-6070 (Online)

The Demilitarized Zone (DMZ) is a network with limited access that separates a private
network from a public network. The DMZ hosts various servers, such as: file (FTP), domain
name (DNS), mail (MTA), proxy, IP telephony (VoIP), etc. The purpose of DMZ is to ensure
the security of a private network by providing the company with access to untrusted networks
(the Internet). If you provide open access to the necessary resources of the external network,
then the internal network will be at risk. The solution to this complication can be to install the
necessary servers in an isolated DMZ network, which is separated from the private one by
means of a firewall that will filter the traffic between them. In turn, the DMZ server is
protected by another firewall, which acts as a buffer between the restricted access network
and the external network. Thus, the existence of a DMZ creates two additional barriers for an
attacker, whose task is to compromise the system’s operation in the DMZ first, then break the
protection of the internal security system, and gain access to confidential information. At the
same time, if the first barrier is broken, a security breach notification will be issued. To
monitor the state of the system, companies can install a proxy server inside the DMZ, which
will allow monitoring user activity and filtering traffic, giving employees access to the global
network. However, the efficiency of DMZ protection does not include private networks and
cannot guarantee information protection in case of internal attacks.

VPN technology will be used as a means of protecting the employees’ connection to
servers containing the company’s data. The structure of the company’s distributed network
built in the Cisco Packet Tracer environment (Melnyk et al., 2018; Cisco Packet Tracer) is
shown in Fig. 1. This simulator allows you to design network models, configure its
components (routers and switches) using Cisco I0S commands, and simulate interaction
between several users. The addressing of devices in the network is presented in Fig. 2.

Internet

Figure 1. Scheme of the company’s distributed network
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MpucTpiia IHTepdeic IP-agpeca Macka nigmepe:si LWntos 3a samoBuyeaHHAM  TIOPT HKOMYTaATOPRA
Main Fofo 172.30.66.1 255.255.255.252 G1/0/1
Fo/1 172.30.10.1 255.255.255.0 Fo/1
s1/0 194.11.166.66 255.255.255.240 s1/0
Internet 51/0 194.11.166.65 255.255.255.240 s1/o
s1/1 172.20.1.1 255.255.255.252 s1fo
Branch s1/o 172.20.1.2 255.255.255.252 s1/1
Fo/fo 172.30.1.33 255.255.255.224 Fof1
PC FO 172.30.1.34 255.255.255.224 172.30.1.33 F1/1
WebServer FO 172.30.10.2 255.255.255.0 172.30.10.1 F1/1
DNS Server FO 172.30.10.3 255.255.255.0 172.30.10.1 F2/1
Multilayer_Switch G1/o/1 172.30.66.2 255.255.255.252 Fo/0
G1/o/2 FO/1
G1/0/3 172.30.66.33 255.255.255.224 FO
VLANI1O 172.20.0.1 255.255.255.0
VLANZ0 172.30.15.1 255.255.255.0
VLAN30 172.30.55.1 255.255.255.0
ABASSYSLOG/NTP FO 172.30.66.34 255.255.255.224 172.30.66.33 G1/0/3
VLAN 1 FO 172.30.0.2 255.255.255.0 172.30.0.1 F1/1
VLAN 2 FO 172.30.15.2 255.255.255.0 172.30.15.1 F2/1
VLAN 3 FO 172.30.55.2 255.255.255.0 172.30.55.1 F3/1

Figure 2. Representation of addressing in the network

Next, we briefly consider the main segments of the network presented in Fig. 1.

* Central network device — Cisco 2811 router (connects all network segments into one)
(Overview of Cisco Interface Cards for Cisco Access Routers).

* The LAN zone (highlighted in blue) is the main office (the workplaces of three
employees are located).

* Demilitarized zone (highlighted in pink).

* Branch (highlighted in purple) is the branch where the remote employee’s workplace
is located.

A VPN tunnel is to be established between the Branch and the central device of the
network called Main, because in this case, the employee from the branch will be protected
from attacks on the data transmitted as a result of working inside the network and, at the same
time, will be able to remotely access the company’s data and work with it safely
(Construction of a secure Internet access node).

Practical implementation of VPN technology settings. Network configuration will take
place in the Cisco Packet Tracer environment. The simulator has a device library that contains
all the necessary components, including various series of Cisco routers, switches and
firewalls, servers for various purposes and other network equipment. The repository also
presents a wide nomenclature of various types of connections between computer network
elements (Melnyk et al., 2018). To add a new network element, the user may simply drag the
desired element to the workspace and set the connection type by clicking on the
corresponding devices in turn. The Cisco Packet Tracer simulator allows you to successfully
create complex network layouts, check network topology for operability. However, the
implemented functionality of the devices is limited and corresponds to the equipment capacity
in the real-life setting.

Configuring security policies including VPN. ISAKMP (Internet Security Association
and Key Management Protocol) and IPSec are required to build and encrypt a VPN tunnel.
ISAKMP, an alternative name for which is IKE (Internet Key Exchange), is a negotiation
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protocol that allows two nodes to agree on how to establish an IPsec tunnel. ISAKMP
alignment consists of two phases: Phase 1 and Phase 2.

During phase 1, the first tunnel is established to protect subsequent ISAKMP
negotiation messages. During phase 2, a tunnel is established to protect the data. Then, IPSec
is launched to encrypt the data using appropriate algorithms, provide authentication, and
replay protection.

For further correct operation of the VPN configuration, the Security Technology
package must be installed. This step may not be necessary with some versions of Cisco
routers. Therefore, enter the following commands:

Main(config)# license boot module c1900 technology-package securityk9

Main(config)# exit

After that, the router needs to be rebooted: Main# reload

The first step is to configure the ISAKMP Phase 1 policy:

Main(config)# crypto isakmp policy 10

Main(config-isakmp)# encryption aes 256

Main(config-isakmp)# authentication pre-share

Main(config-isakmp)# group 5

Main(config-isakmp)# exit

In the above commands, the individual parameters mean the following:

AES 256 is the encryption method that will be used in Phase 1 (state-of-the-art
encryption methods are recommended).

Pre-Share implies using a pre-shared key (PSK) and as an authentication method.

Group 5 is the Diffie-Hellman group that will be used.

It is possible to use the commands hash md5 (hashing algorithm) and lifetime 86400
(the lifetime of the session key, which is expressed in seconds. This value is set by default.

It is necessary to create extended access lists of ACL access rights to sort potentially
dangerous traffic (traffic that needs to be filtered):

Main(config)# access-list 110 permit ip 172.30.0.0 0.0.0.255 172.30.1.32 0.0.0.31

Main(config)# access-list 110 permit ip 172.30.15.0 0.0.0.255 172.30.1.32 0.0.0.31

Main(config)# access-list 110 permit ip 172.30.55.0 0.0.0.255 172.30.1.32 0.0.0.31

Main(config)# access-list 110 permit ip 172.30.66.32 0.0.0.31 172.30.1.32 0.0.0.31

The next step is to create a transformation set (Transform Set) used for data protection
(named VPN-SET):

Main(config)# crypto ipsec transform-set VPN-SET esp-aes esp-sha-hmac

In the above command, ESP-AES is the encryption method, and SHA is the hashing
algorithm.

The next step is to create a Crypto Map. Crypto Map represents the last step of
configuration and combines the previously specified ISAKMP and IPSec configurations.

Main(config)# crypto map VPN-MAP 10 ipsec-isakmp

Main(config-crypto-map)# description VPN to Branch

Main(config-crypto-map)# set peer 172.30.1.2

Main(config-crypto-map)# set transform-set VPN-SET

Main(config-crypto-map)# match address 110

Main(config-crypto-map)# exit

In the given sequence of commands, the name of the VPN-MAP cryptographic map is
specified. The ipsec-isakmp tag tells the router that this corresponding map is an IPSec
cryptographic map. Match address is a command that applies an access list to a cryptographic
transformation.
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The last step is to apply a cryptographic map to the router interface through which the
traffic passes. In this case, the output interface is Seriall/0:

Main(config)# interface Seriall/0

Main(config-if)# crypto map VPN-MAP

Main(config-if)# exit

It should also be considered that only one cryptographic map can be applied to one
interface.

At this point, the configuration on the Main device is completed, it is necessary to
perform similar actions for the Branch device but specify unique IP addresses of ports and
ACLs. The commands to configure VPN on the Branch device are given below:

Branch(config)# access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.0.0 0.0.0.255

Branch(config)# access-list 110 permitip 172.30.1.32 0.0.0.31 172.30.15.0 0.0.0.255

Branch(config)# access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.55.0 0.0.0.255

Branch(config)# access-list 110 permitip 172.30.1.32 0.0.0.31 172.30.66.32 0.0.0.31

Branch(config)# crypto isakmp policy 10

Branch(config-isakmp)# encryption aes 256

Branch(config-isakmp)# authentication pre-share

Branch(config-isakmp)# group 5

Branch(config-isakmp)# exit

Branch(config)# crypto isakmp key vpnpas5 address 194.11.166.66

Branch(config)# crypto ipsec transform-set VPN-SET esp-aes esp-sha-hmac

Branch(config)# crypto map VPN-MAP 10 ipsec-isakmp

Branch(config-crypto-map)# description VPN to Main

Branch(config-crypto-map)# set peer 194.11.166.66

Branch(config-crypto-map)# set transform-set VPN-SET

Branch(config-crypto-map)# match address 110

Branch(config-crypto-map)# exit

Branch(config)# interface Seriall/0

Branch(config-if)# crypto map VPN-MAP

Branch(config-if)# exit

Testing of the information protection system. It is advisable to ensure that the VPN
settings are correct using the show crypto map command. The result of the setting is shown in
Fig. 3 and Fig. 4.

Maingshow crypto map
Crypto Map VPN-MAP 10 ipsec-isakmp
Peer = 172.30.1.2
Extended IP access list 110
access-list 110 permit ip
access-list 110 permit ip
access-list 110 permit ip
access-list 110 permit ip
Current peer: 172.30.1.2
Security association lifetime: 4€08000 kilobytes/3€00 seconds
PFS (Y¥/N): N
Transform sets={
VPN-SET,

.30.0.0 0.0.0.255 172.30.1.32 0.0.0.31
.30.15.0 0.0.0.25 72.30.1.32 0.0.0.31
"""" 2.30.1.32 0.0.0.31

s

51
.30.55.0 0.0.0.255 1
.30.66.32 0.0.0.31 172.30.1.32 0.0.0.31

3 )

~J

-
/
-
/

~J
(SR (S (S 8]

el el

}
Interfaces using crypto map VPN-MAP:
Seriall/0

Figure 3. Result of VPN setup on Main device
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Branchgshow crypto map

Crypto Map VPN-MAP 10 ipsec-isakmp
Peer = 194.11.1¢€€.€¢€
Extended IP access list 110

access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.0.0 0.0.0.255
access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.15.0 0.0.0.255%
access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.55.0 0.0.0.255
access-list 110 permit ip 172.30.1.32 0.0.0.31 172.30.€€.32 0.0.0.31

Current peer: 1594.11.l1€€.c¢€
Security association lifetime: 4€08000 kilobytes/3€00 seconds
PFS (Y/N): N
Transform sets={
VPN-SET,
}

Interfaces using crypto map VPN-MAP:
Seriall/0

Figure 4. Result of VPN configuration on Branch device

Results and discussion

Considering the growing trend of introducing remote work in many companies, this paper
considers one of the possible options for protecting company information using VPN
technology, which allows creating secure networks and significantly reduces possible threats
of information leakage. The research was conducted with the equipment of the Cisco family.

With the help of the Cisco Packet Tracer simulator, a practical computer model of the
company’s distributed network was built, and its operation was simulated taking into account
the capacity of real equipment from the same manufacturer.

The configuration of security policies, including VPN, is considered, which includes
establishing and encrypting a VPN tunnel, specifying the AES 256 encryption method, using
a pre-shared key (PSK) as an authentication method, filtering traffic, creating a transform set
(Transform Set) used for protection of personal data, creating a cryptographic map and
applying it to the interface of the router through which the traffic passes.

The Cisco Packet Tracer simulator assesses the correctness of VPN settings and, if
necessary, introduces appropriate adjustments.

Conclusions

The current study implemented the security policies in the company’s network based on the
use of Cisco VPN technology. This tool made it possible to organize a secure VPN channel
for connections from within the company’s network, which in turn allows a remote employee
to access the company’s servers and data.

The scientific novelty of the study consists in the construction of a model of information
protection at the network level using Cisco VPN technology, which involves dividing the
network into three zones and creating a VPN tunnel, which allows organizing a secure remote
connection of users to their workplaces.

The practical significance of the obtained results is a test-verified model, which can be
promptly implemented for practical use because it is oriented towards real equipment, taking
into account its possible limitations of work in real conditions. This is especially important for
companies whose employees connect remotely over unsecured network infrastructure, such as
using public Wi-Fi networks.
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Prospects for further research. The proposed model of information protection in a
company where some employees work remotely is a complete, but basic model, but due to its
flexibility, it can be scaled according to the requirements of a specific customer, taking into
account their needs and wishes. A wide range of Cisco equipment will satisfy the needs of the
most demanding customer. The described procedures for the practical implementation of the
network infrastructure, the configuration of security policies and testing the correctness of the
settings remain unchanged and will be extended to the added new devices.
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AHoTanisi. B ocTtaHHi poKHM IS MaIMX 1 CEpelHIX KOMIIaHIM MOIMMpPWIIACS TPAKTHKA IUCTAHITIHOTO
T IKITFOYEHHS TIPAIliBHUKIB IO BHYTPINIHLOI MEPeki KOMITaHii yepe3 3araTbHOIOCTYITHI pecypcu. B mipomy
BUIIAZKy TOCTPO IOCTa€ IMTAHHS 3aXUCTy IH(OpMaIlii, OCKIIbKM ii YacTHHA MOJKE LMPKYJIOBATH Y
HezaxuIleHid Mepexi. Huni mmpoko BukopucToByeTbesi TexHounoriss VPN, sika mae Oarato BapiaHTIB
peamizawii Mepexx st pi3HMX Liiel BUKoprcTaHHS. Cepelnl pi3HOMaHITTs pealtizaliidi B poOOTi po3IISHYTO
nooynoBy VPN mepexi Ha 6a3i o0nagHanHs kommanii Cisco. Takuit miaxia 00yMOBICHUH TOIIUPEHICTIO Ta
JOCTYIHICTIO YCTAaTKyBaHHsI, HAsSBHICTIO CHMYJISITOpPA IUIsl MPOEKTYBAaHHS, HAJAIITYBaHHA Ta arpoOariii
Mepexi. 3MICHEHO OMUC CTPYKTYPU OpraHizallii, OCOOIMBICTIO SKOi € Te, IO CIIBPOOITHUKU MOXYTh
NPALIOBATH SIK BCEpeMHI KOPIOPaTUBHOI MEpexi, Tak 1 3a il Mexkamu. IIpu npoMy KokeH i3 TpaLiBHHKIB
MOBHHEH MaTH OJJHAKOBI MOMKJIMBOCTI JJIsSI 3aXHIIEHOTO ITiIKIIFOUSHHS 10 CEPBEPIB Ta pOOOTH 3 TAaHUMH, 110
birypyroTh 1pH poOOTi oprauizariii. BiamoiaHo aj1st ¢haxiBiiB, 110 MPALO0Th JUCTAHIIIHHO, TOCTPO ITOCTAE
nuTaHHs Oe3nexy iHdopmariii. ToMy Oyiia 3aIpoIIOHOBaHA MOJIEIbL MEPEXKI, SIKA PO3MUIIETHCS HAa TPH 30HMU:
TOJIOBHUM o(ic, Miclie poOOTH BiIAJICHOTO IpalliBHUKA Ta CETMEHT i3 cepBepaMu, sIKi 3HAXOMATHCA Y
Jeminitapu3oBadiit 3001 (DMZ). HasBHICTS neMimiTaprH30BaHOi 30HM HaJa€e JOAATKOBUI PiBEHb OC3IEKU B
JIOKaJBHIN Mepexi, KU TO3BOJISE MIHIMI3yBaTH 30MTKH B pa3i aTakd HA OJWH i3 3aralbHOAOCTYITHUX
CEPBICIB: 30BHIIIHIN 3JIOBMUCHUK Ma€ TPSMHIA TOCTYI TUTLKA 110 obmamHanHs B DMZ. Sk 3aci6, mo Oyzae
3axXMINATA TIKITIOYCHHS TIPAIiBHUKIB 0 CEpBEPIB 3 MaHWMH OpraHizarii, Oyle BHKOPHCTOBYBAaTHCH
texHouoris VPN. 3nilicHeHo BUOip amapatHOro 3abe3nedeHHs Mepexki. [l1s moeqHaHHs yCiX CErMEHTIB B
oITHy Mepexy oOpaHo Mapmpytmzatop Cisco 2811, sikuii BUKOPHCTOBYEThCS IUIS MOTPEO HEBEIMKUX
opranizauiit (1o 36 pobounx Mmicup). [IpoBeaeHo npakTHUHY peatizaliio HajgamTyBaHb TexHomorii VPN y
npeCTaBlIeHIl po3noaieHii Mepexi oprasizauii. IIpoBeieHO MoOETIOBaHHS KOMIT IOTEPHOI Mepexi B
cepenoBuili Cisco Packet Tracer. B pesynbrari BUKOHaHHSA TMOCTaBJICHHX 3aBAaHb OYJO BIPOBAIKEHO
TIOMITHKA Oe3neKh B Mepexki Ha OcHOBI BukopucTaHHs TexHonorii Cisco VPN. Lleii 3acid no3BonuB
opraHizyBaTu 3axuiieHnii VPN kaHam 1uisl MiIKITIOUeHs 3cepeJMHA MEPEeKi Oprasizariii, 1110, B CBOIO 4epry,
Jla€ 3MOTY TpaliBHUKY, SIKWH MpaIoe BiIJaJeHO, OTPUMATH JOCTYI O CEpBEPIB Ta JAHUX OpraHizamii.
Pesymprati 1miei poOOTH MOXYTh BHUKOPHCTATH KOMITAHII UM OKpeMi KOPHCTYBadi, SKi IUIAHYIOTbH
iHTerpyBaTH apxitekTypy VPN, Ha 6a3i oomamgnanss Cisco, 10 CBO€El MepeKeBOi IHPPACTPYKTYPH.

Kuarodosi cioBa: Mepexa, JeMisiTapu3oBaHa 30Ha, cumyisitop Packet Tracer, Cisco, VPN-TyHenb,
KpunrorpadiyHa mara.
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